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BackBox is an automation platform used to automate backups, perform restores,
and execute tasks across the network. Features include password changes,

consistent device upgrades, proactive device condition checks, alerts, and
notifications.

BackBox installation is supported on common virtualization products such as
VMware, Hyper-V, and Xenserver. It can also be installed on a bare metal server.
This document outlines the process for an administrator to deploy the Backbox
virtual appliance within the Google Cloud Platform (GCP) infrastructure.

To successfully install the BackBox platform, you will need to:

1. Deploy BackBox within Google Cloud Platform

2. Launch the VM Instance

3. Run the First Time Wizard

4. Verify the installation

5. Add a Device and Run a Backup
Section 1 |

Prerequisites:

The administrator performing the deployment will need:

A Google Cloud Account with an active Billing Plan.
Permissions to access GCP’s Compute Instance.

Information in enabling and disabling services within GCP can be found HERE.
Permissions to create Virtual Machines within GCP’s Compute Engine.

Additional information on creating permissions can be found HERE.
Required Permissions:

Compute Admin
Creating a Project in GCP.
https://cloud.google.com/resource-manager/docs/creating-managing-projects
How to access the Console.
Select the ‘Active Cloud Shell’ in the upper right-hand corner of the GCP Console.

= Go gle Cloud % BackBox-Server w Q ﬁ @ Q
{‘,} Compute Engine VM instances B3 CREATE INSTANCE H Activate Cloud Shell £
Virtual machines PN

INSTANCES OBSERVABILITY m NSTANCE SCHEDULE
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Deploy the BackBox Image:

The command below can be run within the google cloud console. This command
generates an instance with the recommended configuration.

gcloud compute instances create [NAMEINCONSOLE] BackBox --project [PROJECTID]
--zone [ZONENAME] --machine-type e2-standard-4 --service-account [UPDATEME]-
compute@developergserviceaccount.com --scopes https://www.googleapis.
com/auth/devstorage.read_onlyhttps://www.googleapis.com/auth/logging.
write,https://www.googleapis.com/auth/monitoring.write, https://www.googleapis.
com/auth/servicecontrol,https://www.googleapis.com/auth/service.management.
readonly,https://www.googleapis.com/auth/trace.append --tags https-server --create-
disk auto-delete=yes,boot=yes,device-name=backbox,image=[IMAGEOPTION],mod
e=rw,size=120,type=projects/testproject-367214/zones/[ZONENAME]/diskTypes/pd-
balanced

Note: The commands that indicate and item in brackets ((EXAMPLE]) must be updated and
must contain the information for the instance that the image will be deployed to.

gcloud compute instances create backbox --project exampleproject-000000

--zone us-south1-a --machine-type e2-standard-4 --service-account
815000006223-compute@developergserviceaccount.com --scopes https://www.
googleapis.com/auth/devstorage.read_only,https://www.googleapis.com/auth/logging.
write,https://www.googleapis.com/auth/monitoring.write https://www.googleapis.
com/auth/servicecontrol,https://www.googleapis.com/auth/service. management.
readonly,https://www.googleapis.com/auth/trace.append --tags https-server
--create-disk auto-delete=yes,boot=yes,device-name=backbox,image=projects/
backbox7/global/images/backbox70005 mode=rw,size=120,type=projects/
exampleproject-000000/zones/us-southi-a/diskTypes/pd-balanced

Here is a breakdown of the switches within the commands, and their options are below.

Required Syntax:

---NAMEinCONSOLE
This is the name that will appear on the Ul under Compute engine.
(Note: Only allows for lowercase alphanumeric inputs.)

---PROJECTID
This indicates the ProjectlD that the Virtual Machine will be placed in. This can be
found by clicking the project ID in the top left:
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= Google Cloud = $&» TestProject v

E[‘E]E Compute Engine VM instances B CREATE INSTANCE

Virtual machines A
INSTANCES INSTANCE SCHEDULES

| B VMinstances

A list of projects will be displayed, along with their project IDs. Example:

Select a project B3  NEWPROJECT

Q_ search projects and folders

RECENT STARRED ALL
Name ID
v Y¢ 8 TestProject @ estproject-367214

--UPDATEME (service-account)
This is the compute service account ID in the customer’s environment, for the zone/
project that they are wanting to leverage. Typically there is a single account per

customer, though this can be split based on the customer’s requirements.

The information can be found on the primary IAM & Admin page, and will be a
13-character alpha-numeric, followed by “-compute@developergserviceaccount.com”.

--IMAGEOPTION
This defines the image to be used for the VM that is being created.

Image Options (Examples):
BackBox 6.57.09: projects/backbox7/global/images/backbox-65709
BackBox 7.00.03: projects/backbox7/global/images/backbox7
BackBox 7.00.05: projects/backbox7/global/images/backbox70005

--ZONENAME
This indicates the zone that the customer wishes the VM instance, disk, and network to

be assigned to.

This page contains a list of all regions/zones, and their IDs for usage in this field:

https://cloud.google.com/compute/docs/regions-zones
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Optional Syntax:

--tags https-server
This tag is required to enable https communication on the firewall, inbound to the

server that has been created.

--machine-type
This defines the hardware that is going to be presented and used with the image. For

hardware options, see:
https://cloud.google.com/compute/docs/machine-resource
https://cloud.google.com/compute/docs/general-purpose-machines

--reservation-affinity
Specifies the reservation to attach to, if there are reservations that can be leveraged.
If there are multiple reservations that can be used, this value can be set to “any”.

--network-interface
Allows for customization of the network interface if specific configuration is required.

For more information, see:
https://cloud.google.com/vpc/docs/create-use-multiple-interfaces

--maintenance-policy
Defines the maintenance policy to attach to (if any). For more information on

maintenance policies, see:
https://cloud.google.com/compute/docs/instances/setting-vm-host-options

Additional syntax is available directly from google HERE.

Section 2 |

Navigate to the Compute Engine -> VM Instance screen to find the IP address:

[
C
[¢

{e} Compute Engine VM instances 4]

= Filtor [} ]
Status Name Zone Recommendations. In use by Internal IP External P

o
o

© : 2 SSH ~

-
0O 0O 0O OO

o

Related actions

o ® Explore Backup and DR [ Wl Monitor VMs = Explore VM logs

B8 Set up firewall rules ) Patch management © Load balance between VMs 2
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Section 3 |

n In your web browser, enter the IP address or host name assigned to the BackBox
Server: https://IPAddress. The Login screen is displayed:

1] BACKBOX

E Enter the default BackBox Username and Password.

Username: admin

Password: password

Note: You will have the opportunity to change this password in the first-time wizard.

B Once you log in you will see the End User License Agreement.

You can choose to enable telemetry or check the box to opt out.

Please Read, scroll down, and then click on Agree and Continue..

) BACKBOX | First Time Configuration Wizard

EULA

Please read and scroll through the below, then accept the end user license agreement.

The fsilure by either party to enforce any provision of this Agresment will not constitute 2 waiver of future enforcement of that o any other provision.
145 Motices. Except as otherwise provided here s 10 the parties shall be sent to the addresses listed on the Sales Order. All notices must be made either via email (1o the
extent expressly permitted in this Agreement], nal mail, or avesnight courier. Notice sent via conventional mail, using registered mil,is deemed received four business days
after mailing. Notice sent via emil or overnight courier is deemed raceived the second day after having been sent. BackBax may post notices or messages on BackaoK's web site o
inform customer of changes to the Support or other matters of impartance. Sacksox shall inform Customer of such broadcast by e-mail. Either party may change its address for receipt of
natice by natice to the other party in accordance with this Section 14.5.
14,6 Force isjeure, Except for payment obligations for Application, Support, and Other Services rendered, neither party will be responsible for any failure or delay in its performance

jue to causes beyond its reasanable control, incluing but not limited to, labor disputes, lockouts, shortages of or inability to abtain kabor, energy, raw

supplies, war, riot, act of God or overnmental action. If such event giving rise to force misjeur kasts for mere than 30 days, then sither party may terminate this Agreement

without such termin

franchise, or agency between the parties. Neither party will have the power to bind the sther or incur obligations on the other's behalf wi
148 Announcements, Licensee agrees that Backaox may publicly announce and list Licenses s a Licensee of BackBoc.
145 Enfire Agreement This Agreement, including all schedules, exhibits and attachments attached hereto, contains plete understanding and agreement of the part

supersedes 2l prior or contemporaneous agreements or understandings, oral or written, relating to the subject matter herein. Any waiver, modification or amendment of any provision of
this Agreement will be effective only if in writing and signed by duly autharized representatives of the parties.

End of Agreement

¥ Allow BackBox to collect generic information around usage for development purposes. This information will not be shared with marketing.

AGREE AND CONTINUE

S e e e e & & e @
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You will need to select the Installation Type. This is where you choose between

u Management (main unit) or Agent (dependent unit). Agent units are only able
to accept commands from a Management unit, so be sure you already have a
Management unit before choosing Agent.

B Click Next.

= BACKBOX | First Time Configuration Wizard

Installation Type

Choose the installation type. Choose 'Backup Agent' only in case of installing a remote distributed server.

It is best practice to change the default passwords to comply with your internal
B password requirements. The default credentials are listed below.
Default BackBox Web GUI Access:
User: admin
Password: password
Default Backbox CLI Access:
User: root
Password: HayaldaB@gan7

) BACKBOX | First Time Configuration Wizard

Set Admin Password

Please configure the admin password for the BackBox web interface.

¥ Replace the "root" Password:

Enter a new password: Verify the new password:
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Verify the BackBox IP matches the IP address you will use for configuring the license.

=) BACKBOX | First Time Configuration Wizard

Configure License IP Address

Choose the IP address to be associated with the license file.
172.31.252.175

© 2001:db8:0:2:2472:ebff-fedc:5ba6

Q f{eB0:2472:ebff:fedc:5b46

B Select the Create Demo License. This will create a 14-day Evaluation license.

) BACKBOX | First Time Configuration Wizard

Create Demo License O Upload License File

Company Name Demo_License
Mairtensnce Expiration
Backups Expiration
Simple Devices
Complex Dewvices
IntedliChecks Expiration
Simple Devices
Complex Devices 10000
Expiration: 18/02/2023

Devices. 10000

B Configuring an NTP server is best practice, but you could opt for manual settings if
you do not have NTP.

=) BACKBOX | First Time Configuration Wizard

Configure Date and Time

Please Configure the date and time for your BackBox server.

Set Time Manually:

18/05/20; America/Chicago v

O Configure Time Server (NTP):
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m Enter your SMTP information using an identifying email address.
(e.g., backbox@<companydomain.com>) Note: this is optional and can be configured
later as needed.

=) BACKBOX | First Time Configuration Wizard

Configure SMTP Server

Please configure the SMTP server that will be used to send e-mail alerts

Sender’s email address

Configure your global retention or choose a retention policy. The default is 30 backups
but can be modified to fit the company policy. This can also be changed once the
product is deployed.

=) BACKBOX | First Time Configuration Wizard

Configure Retention

Choose the amount of backups that you want to keep for each device

Backup retention : Backups ~
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E Click Download to save the BackBox unique encryption key and store it in a safe place.

=) BACKBOX | First Time Configuration Wizard

Complete Configuration Wizard

Please download a backup of your encryption keys and keep them in a safe place.

DOWNLOAD

FINISH !

B Click the ‘Finish!” button to apply your updates.
) BACKBOX | First Time Configuration Wizard

Complete Configuration Wizard

Completing Installation...

Configuring Passwords
Installing License

Setting Alerts

Setting Retention

Setting Date and Time

Restarting Services
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Section 4 |

To ensure the installation was successful:
n Ensure you can login with updated credentials.

E Add a Device and Run a backup on a device to validate functionality.

Section 5 |

How to add a New Device in BackBox and run your first backup:

On the Devices screen, click the Complete the Vendor, Product,
n Add button. The New Device E Version, and Backup Type fields,

Configuration dialog box appears. and click Next.

Add the device name, the device

IP address (and if you have created

them, add the Group, Agent, and/

or Site you wish to assign to the

device), if not then then leave

Group and Agent blank and the

Site set to Global, then click Next.

— .

STEP1 STEP 2 STEP 3 STEP 4 STEP1 STEP 2 STEP3 STEP 4
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B The third dialog box appears. u The fourth dialog box appears.
Complete the Authentication Optionally, check Enable
(Use Custom=profile specific, IntelliChecks and/or Enable
Username, Password, (Enable Access to turn on that
Password if applicable for your functionality for the device.
device) and Port fields and
click Next.
T —— «
Use C v . 2 — .
® coie
® Enableacce
=a [roooevce | “hoomun aacrur
hd d €] o o

STEP1 STEP 2 STEP3 STEP 4 STEP1 STEP 2 STEP 3 STEP 4

If you want to create local retention settings for the device, click the Backup
Retention field.

Note: Leave unchecked to apply Global retention settings. If you turn on Backup
Retention, two additional fields are displayed: one for the number of days those
backups are retained, and one for choosing backups or setting retention policy.
Indicate the number of backups to be retained or select Retention Policy and click the
Edit button to set a new retention policy. Size deviation — override global settings for
size deviation verification.

Click Add Device, or optionally Save & Run Device, if you want to save the Device
Configuration and run a Backup right away.

Additional BackBox Evaluation Training Guides:

® Creating Schedules, Running a Backup Job ® Compliance Assurance and Remediation
and Restore to a Previous Backup with IntelliChecks
® Create Authentication Templates, Users, Roles, ® Tasks and Automation

Notifications and Alerting e BackBox Reports
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visit the BackBox Help Center: support.backbox.com
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