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BackBox is an automation platform used to automate backups, perform restores,
and execute tasks across the network. Features include password changes,
consistent device upgrades, proactive device condition checks, alerts, and
notifications.

BackBox installation is supported on common virtualization products such as
VMware, Hyper-V, and Xenserver. It can also be installed on a bare metal server.
This document outlines the process for an administrator to deploy the Backbox
virtual appliance.

To successfully install the BackBox platform, you will need to:

1. Download the appropriate image for your Hypervisor and understand the sizing
requirements. (Installation of BackBox OS will take less than 20 minutes)

2. Create a new Virtual Machine (VM), either:
a. VMware ESXi (OVA)
b. Hyper-V (VHDX)

3. Run the First Time Wizard
4. Verify the installation
5. Add a Device and Run a Backup

Section 1 |

Prerequisites:

Administrative access to the target Hypervisor.
Virtual Machine sizing information can be found HERE.

Download the appropriate image for your Hypervisor:
OVA formatted images as well as VHDX based disks are available from BackBox with the
links below.

OVA (ESXi, XenServer, Nutanix, etc) click HERE.

VHDX (Hyper-V) click HERE.
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Section 2 |

VMware ESXi (OVA)

Deployment for VMware ESXi:
This document will deploy through the VSphere interface. The provided OVA can also be

imported through the VCenter console.

n Navigate to the ESXi VSphere Console

E Select the option to Create/Register VM.

T+ Navigator | [ esxi-01
TenE Get vCenter Server | 5 Create/Register VM | [fg Shut down [ Reboot | C Refresh | & Actions
Monitor — esxi-01
Version 7.0 Update 3
11 Virtual Machines State Normal (not connected to any vCenter Server)
B Storage Uptime: 19.03 days
Q Networking

B Select Deploy a virtual machine from an OVF or OVA file.

31 New virtual machine

Ag 1 Select creation type Select creation type
2 Select OVF and VMDK files How would you like to create a Virtual Machine?
3 Select storage
4 License agreements This option guides you through the process of creating a

= Create a new virtual machine
5 Deployment options virtual machine from an OVF and VMDK files

6 Additional settings Deploy a virtual machine from an OVF or OVA file

Register an existing virtual machine

7 Ready to complete

Cancel

Bac Next
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Name the virtual machine, and select or drop the OVA file into the field provided.

31 New virtual machine - BackBox v7.00.05

¥ 1 Select creation type Select OVF and VMDK files

2 Select OVF and VMDK files Select the OVF and VMDK files or OVA for the VM you would like to deploy

3 Select storage

SRR TR Enter a name for the virtual machine
5 Deployment options
6 Additional settings

7 Ready to complete

[BackBox v7.00.05

Virtual machine names can contain up to 80 characters and they must be unique within each ESXi instance.

X @ backbox70005.ova

Back || Next Finis Cancel
B Select the appropriate storage location for the virtual machine.
3 New virtual machine - BackBox v7.00.05
V1 Select creation type Select storage
V' 2 Select OVF and VMDK files Select the storage type and datastore
b4 3 Select storage
4 License agreements
Standard
5 Deployment options [:
6 Additional settings Select a datastore for the virtual machine's configuration files and all of its' virtual disks
7 Ready to complete
Name v~ Capacity -~ Free v  Type ~ Thinpro... v Access v
esxi-01-ds1 1827TB 1.36TB VMFS6 Supported Single
esxi-01-sata 110.25 GB 297 GB VMFS6 Supported Single
1SOs 4327B 42778 NFS Supported Single
NFS 459TB 434TB NFS Supported Single
4items
Back || Next || Finis Cancel

Set the initial default NIC's network mapping. Additional network interfaces can be
attached post-deployment.
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Ensure that you have the appropriate Disk provisioning setting selected.

?_‘ﬁ New virtual machine - BackBox v7.00.05

v 1 Select creation type Dep|0yment options
v 2 Select OVF and VMDK files Select deployment options
v 3 Select storage

R4 4 Deployment options
Network mappings

5 Ready to complete VMs VMs

B Review and select Finish to deploy the OVA.

Disk provisioning @ Thin O Thick

Power on automatically

= Fan ]| ool

B The default virtual CPUs assigned will be 4 cores with a single socket, 8 GB of RAM,
and 120GB of Disk.

3 New virtual machine - BackBox v7.00.05

v 1 Select creation type Ready to complete

¥ 2 Select OVF and VMDK files Review your settings selection before finishing the wizard
v 3 Select storage

v 4 Deployment options

Product backbox-7.00.05
5 Ready to complete u *

VM Name BackBox v7.00.05
Files backbox70005-disk1.vmdk
Datastore NFS
Provisioning type Thin
Network mappings VMs: VMs
Guest OS Name Unknown
! . Do not refresh your browser while this VM is being deployed

Back Next Finish Cancel
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m The import can be monitored within Monitor > Tasks. This may take several minutes
depending on the internal network speed, and usage of the target virtual host.

[F esxi-01 - Monitor

Performance Hardware Events Tasks Logs

Notifications
@ Refresh
Task v  Result a v
Import VApp Q
Upload disk - backbox70005-disk1.vmdk (1 of 1) (N
Create VM @ completed successiully
install Date @ completed successiully
install Date @ completed successiully

m Once the deployment has completed, start the VM and navigate to the IP address
shown on the Virtual host to proceed.
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Microsoft Hyper-V (VHDX)

Prerequisites for Hyper-V:
Requirements for Microsoft Hyper-V on Windows Server can be found HERE.
Requirements for Microsoft Hyper-V on Windows 10 / Windows 11 can be found HERE.

Deployment for Hyper-V:
Create a new Virtual Machine (VM) for Hyper-V.

n Open the Hyper-V Manager.

E Right-click the server you wish to deploy on, select New > Virtual Machine.

=& Hyper-V Manager
File Action View Help
&= 757 HE

E Hyper-V Manager
3 Quick Create...

| Virtual Machines

P ~n

New > Virtual Machine...

Import Virtual Machine... Hard Disk... t
Floppy Disk...

Hyper-V Settings...
Virtual Switch Manager...
Virtual SAN Manager...

Edit Disk...
Inspect Disk...

Stop Service
Remove Server

Refresh
View >

Help
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B Set a name for the virtual machine, and confirm the location to store the virtual
machine.

EH New Virtual Machine Wizard X

e Specify Name and Location

Before You Begin Choose a name and location for this virtual machine.
Specify Name and Location The name is displayed in Hyper-V Manager. We recommend that you use a name that helps you easily
Specify Generation identify this virtual machine, such as the name of the guest operating system or workload.
Assign Memory Name: ‘Bad(Box v7.00.05
Configure Networking You can create a folder or use an existing folder to store the virtual machine. If you don't select a
Connect Virtual Hard Disk folder, the virtual machine is stored in the default folder configured for this server.
Installation Options Store the virtual machine in a different location
Summary Location: IC:\VMs\] Browse...

A\ If you plan to take checkpoints of this virtual machine, select a location that has enough free
space. Checkpoints include virtual machine data and may require a large amount of space.

< Previous Finish Cancel

u Select Generation 1for the Virtual Machine Generation. Note: Setting the Virtual Machine
generation to Generation 2 will result in a failure to boot the BackBox appliance.

E3 New Virtual Machine Wizard X
2] Specify Generation

Before You Begin Choose the generation of this virtual machine.

Specify Name and Location ®

Specify Generation This virtual machine generation supports 32-bit and 64-bit guest operating systems and provides
virtual hardware which has been available in all previous versions of Hyper-V.

Assign Memory

Configure Networking O Generation 2

This virtual machine generation provides support for newer virtualization features, has UEFI-based

CopnectVitizallir P firmware, and requires a supported 64-bit guest operating system.

Installation Options
> A\ Once a virtual machine has been created, you cannot change its generation.

Summary

More about virtual machine generation support

< Previous Finish Cancel
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Assign the amount of memory to the Virtual Machine that is required for your
environment.

Reference the BackBox Sizing Guide for additional information on requirements and

recommendations for assigning Memory.
Note: Dynamic Memory is recommended to be disabled. Enabling Dynamic Memory
could result in performance degradation of the host as BackBox starts Automations.

EH New Virtual Machine Wizard X

7 Assign Memory

Before You Begin Specify the amount of memory to allocate to this virtual machine. You can specify an amount from 32
MB through 251658240 MB. To improve performance, specify more than the minimum amount
recommended for the operating system.

Spedfy Generation Startup memory: 8194| MB

Configure Networking

Specify Name and Location

[] use Dynamic Memory for this virtual machine.

o When you decide how much memory to assign to a virtual machine, consider how you intend to

Connect Virtual Hard Disk use the virtual machine and the operating system that it will run.

Installation Options

Summary

< Previous Finish Cancel
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B Configure networking as required by your environment.

3 New Virtual Machine Wizard X

e Configure Networking

Before You Begin Each new virtual machine includes a network adapter. You can configure the network adapter to use a

irtual switch, or it can remain disconnected.
Specify Name and Location v M r femsnc

Spedify Generation Connection: |Default Switch v
Assign Memory
Connect Virtual Hard Disk
Installation Options

Summary

< Previous Finish Cancel

In the Virtual Disk selection menu, either Use an Existing Virtual Disk, pointing to the
downloaded VHDX, or choose the option to Attach a Virtual Disk later.

EH New Virtual Machine Wizard X

Ea Connect Virtual Hard Disk

Before You Begin A virtual machine requires storage so that you can install an operating system. You can specify the
Specify Name and Location storage now or configure it later by modifying the virtual machine’s properties.
Specify Generation (O Create a virtual hard disk

Assign Memory Use this option to create a VHDX dynamically expanding virtual hard disk.
Configure Networking

Connect Virtual Hard Disk C:\WM

Summary

127 GB (Maximum: 64 TB)

(O Use an existing virtual hard disk
Use this option to attach an existing virtual hard disk, either VHD or VHDX format.

(® Attach a virtual hard disk later
Use this option to skip this step now and attach an existing virtual hard disk later.

< Previous Finish Cancel
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B Review the summary and select Finish to generate the Virtual Machine.

EH New Virtual Machine Wizard X

e Completing the New Virtual Machine Wizard

Before You Begin You have successfully completed the New Virtual Machine Wizard. You are about to create the

Sy N Tt following virtual machine.

Specify Generation DEERITE

Assign Memory Name: BackBox v7.00.05
Generation: Generation 1

) ) Memory: 8192 MB
Connect Virtual Hard Disk Network:  Default Switch

HardDisk:  None

Configure Networking

To create the virtual machine and dose the wizard, dick Finish.

< Previous Cancel

By default, the Virtual Machine will have a single CPU core. It is highly recommended at this
point to increase the number of Virtual CPUs based on your environments needs.

Reference the BackBox Sizing Guide for requirements and recommendations.

Modifying Virtual Machine Configuration:
Virtual CPU

n To assign additional virtual CPUs or to attach a disk to the Virtual Machine, right-click
the newly created Virtual Machine, and select Settings.

Note: If the Virtual Machine has been started, it must be placed in a stopped state
before any changes can be made to the Virtual Machine configuration.
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Virtual Machines

Name State CPU Usage

£ BackBox v7.00.05 Off c

onnect...
Settings...
Start
Checkpoint

Move...

Checkpoints Export...
Rename...

Delete... ne

Help

E Highlight the Processor field on the right to modify the number of Virtual CPUs. Modify
this value to match the needs of the environment.

Reference the BackBox Sizing Guide for requirements and recommendations.

E‘J Settings for BackBox v7.00.05 on DALE-VM-BB = X
BackBox v7.00.05 v (3]
A Hardware A n Processon
¥ Add Hardware
& BIOS You can modify the number of virtual processors based on the number of processors on
e the physical computer. You can also modify other resource control settings.
@ security Number of virtual processors: ok

¥ Memory Resource control
3192 MB You can use resource controls to balance resources among virtual machines.

*0 F:ir(\)lfrizsa‘;rprocessors Virtual machine reserve (percentage): D]
B 1DE Controller 0 Percent of total system resources: 0

=) B IDE Controller 1
DVD Drive Virtual machine limit (percentage):

S8 scst C ttr ] Percent of total system resources: 50
& ontroller

S r\iet*\'or!( f’*déf’ter Relative weight:
§ com1
w None A\ Hyper-V is not configured to enable processor resource controls.
ﬁ com 2 Learn more about Hyper-V processor configuration options.

[ Diskette Drive

»

Management

1| Name

| Irjtegratjon Servi;gs

t#, Checkpoints

':,',S Smart Paging File Locatio

{5 Automatic Start Action

Cancel Apply
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Modifying Virtual Machine Configuration:
Virtual Disk

n To attach a virtual disk if one was not selected during the Virtual Machine generation,
select the IDE Controller 0 selection.

E Choose Hard drive and then click Add.

Fg Settings for BackBox v7.00.05 on DALE-VM-BB = X
[BackBox v7.00.05 v] )
# Hardware 2 B 1DE Controller
!" Add Hardware
[ BI0S You can add hard drives and CD/DVD drives to your IDE controller.
Boot from CD Select the type of drive you want to attach to the controller and then dick Add.
@ searty
=y Sttage LHVE disdbiEs DVD Drive

W Memory

+ D Processor
4 Virtual processors

[ IDE Controller 0 Add
= | IDE Controller 1

DVD Drive You can configure a hard drive to use a virtual hard disk or a physical hard disk after
N you attach the drive to the controller.

& scsI Controller
+ & Network Adapter
i com1
f com2

H Diskette Drive

A Management

| Integration Services

., Checkpoints
;E Smart Paging File Location

E‘» Automatic Start Action

Cancel Apply

B Browse to the location of the downloaded VHDX, and select OK.
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{84 Settings for BackBox v7.00.05 on DALE-VM-BB = X

BackBox v7.00.05

(3]

A Hardware

!" Add Hardware

@ security
W Memory
+ D Processor
4 Virtual processors
=) B IDE Controller 0
+ o Hard Drive
backbox70005.vhdx
= [ IDE Controller 1
DVD Drive

& scsI Controller
4 Network Adapter

f com1

+

i com2
[ Diskette Drive

A Management

1| Name

@ Checkpoints

S Smart Paging File Location

- Hard Drive

You can change how this virtual hard disk is attached to the virtual machine. If an
operating system is installed on this disk, changing the attachment might prevent the
virtual machine from starting.

Controller: Location:
IDE Controller 0 ~ | 10 (in use) v
Media

You can compact, convert, expand, merge, reconnect or shrink a virtual hard disk
by editing the assodated file. Specify the full path to the file.

@ virtual hard disk:
[c:\WMs\BackBox v7.00.05\backbox70005. vhdx |

New Edit Inspect

0 If the physical hard disk you want to use is not listed, make sure that the
disk is offline. Use Disk Management on the physical computer to manage
physical hard disks.

To remove the virtual hard disk, dick Remove. This disconnects the disk but does not
delete the assodiated file.

Remove

OK Cancel Apply

Al Once configured, select OK on the Virtual Machine settings to apply the changes.

© 2023 BackBox. All right reserved.
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Section 3 |

n In your web browser, enter the IP address or host name assigned to the BackBox
Server: https://IPAddress. The Login screen is displayed:

1] BACKBOX

E Enter the default BackBox Username and Password.

Username: admin

Password: password

Note: You will have the opportunity to change this password in the first-time wizard.

B Once you log in you will see the End User License Agreement.

You can choose to enable telemetry or check the box to opt out.

Please Read, scroll down, and then click on Agree and Continue..

) BACKBOX | First Time Configuration Wizard

EULA

Please read and scroll through the below, then accept the end user license agreement.

The fsilure by either party to enforce any provision of this Agresment will not constitute 2 waiver of future enforcement of that o any other provision.
145 Motices. Except as otherwise provided here s 10 the parties shall be sent to the addresses listed on the Sales Order. All notices must be made either via email (1o the
extent expressly permitted in this Agreement], nal mail, or avesnight courier. Notice sent via conventional mail, using registered mil,is deemed received four business days
after mailing. Notice sent via emil or overnight courier is deemed raceived the second day after having been sent. BackBax may post notices or messages on BackaoK's web site o
inform customer of changes to the Support or other matters of impartance. Sacksox shall inform Customer of such broadcast by e-mail. Either party may change its address for receipt of
natice by natice to the other party in accordance with this Section 14.5.
14,6 Force isjeure, Except for payment obligations for Application, Support, and Other Services rendered, neither party will be responsible for any failure or delay in its performance

jue to causes beyond its reasanable control, incluing but not limited to, labor disputes, lockouts, shortages of or inability to abtain kabor, energy, raw

supplies, war, riot, act of God or overnmental action. If such event giving rise to force misjeur kasts for mere than 30 days, then sither party may terminate this Agreement

without such termin

franchise, or agency between the parties. Neither party will have the power to bind the sther or incur obligations on the other's behalf wi
148 Announcements, Licensee agrees that Backaox may publicly announce and list Licenses s a Licensee of BackBoc.
145 Enfire Agreement This Agreement, including all schedules, exhibits and attachments attached hereto, contains plete understanding and agreement of the part

supersedes 2l prior or contemporaneous agreements or understandings, oral or written, relating to the subject matter herein. Any waiver, modification or amendment of any provision of
this Agreement will be effective only if in writing and signed by duly autharized representatives of the parties.

End of Agreement

¥ Allow BackBox to collect generic information around usage for development purposes. This information will not be shared with marketing.

AGREE AND CONTINUE

S e e e e & & e @
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You will need to select the Installation Type. This is where you choose between

u Management (main unit) or Agent (dependent unit). Agent units are only able
to accept commands from a Management unit, so be sure you already have a
Management unit before choosing Agent.

B Click Next.

= BACKBOX | First Time Configuration Wizard

Installation Type

Choose the installation type. Choose 'Backup Agent' only in case of installing a remote distributed server.

It is best practice to change the default passwords to comply with your internal
B password requirements. The default credentials are listed below.
Default BackBox Web GUI Access:
User: admin
Password: password
Default Backbox CLI Access:
User: root
Password: HayaldaB@gan7

) BACKBOX | First Time Configuration Wizard

Set Admin Password

Please configure the admin password for the BackBox web interface.

¥ Replace the "root" Password:

Enter a new password: Verify the new password:

© 2023 BackBox. All right reserved. Quickstart Guide 16
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Verify the BackBox IP matches the IP address you will use for configuring the license.

=) BACKBOX | First Time Configuration Wizard

Configure License IP Address

Choose the IP address to be associated with the license file.
172.31.252.175

© 2001:db8:0:2:2472:ebff-fedc:5ba6

Q f{eB0:2472:ebff:fedc:5b46

B Select the Create Demo License. This will create a 14-day Evaluation license.

) BACKBOX | First Time Configuration Wizard

Create Demo License O Upload License File

Company Name Demo_License
Mairtensnce Expiration
Backups Expiration
Simple Devices
Complex Dewvices
IntedliChecks Expiration
Simple Devices
Complex Devices 10000
Expiration: 18/02/2023

Devices. 10000

B Configuring an NTP server is best practice, but you could opt for manual settings if
you do not have NTP.

=) BACKBOX | First Time Configuration Wizard

Configure Date and Time

Please Configure the date and time for your BackBox server.

Set Time Manually:

18/05/20; America/Chicago v

O Configure Time Server (NTP):
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m Enter your SMTP information using an identifying email address.
(e.g., backbox@<companydomain.com>) Note: this is optional and can be configured
later as needed.

=) BACKBOX | First Time Configuration Wizard

Configure SMTP Server

Please configure the SMTP server that will be used to send e-mail alerts

Sender’s email address

Configure your global retention or choose a retention policy. The default is 30 backups
but can be modified to fit the company policy. This can also be changed once the
product is deployed.

=) BACKBOX | First Time Configuration Wizard

Configure Retention

Choose the amount of backups that you want to keep for each device

Backup retention : Backups ~

© 2023 BackBox. All right reserved. Quickstart Guide 18
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E Click Download to save the BackBox unique encryption key and store it in a safe place.

=) BACKBOX | First Time Configuration Wizard

Complete Configuration Wizard

Please download a backup of your encryption keys and keep them in a safe place.

DOWNLOAD

FINISH !

B Click the ‘Finish!” button to apply your updates.
) BACKBOX | First Time Configuration Wizard

Complete Configuration Wizard

Completing Installation...

Configuring Passwords
Installing License

Setting Alerts

Setting Retention

Setting Date and Time

Restarting Services

© 2023 BackBox. All right reserved. Quickstart Guide 19



E BACKBOX Getting Started With BackBox Evaluation Guide:
I QUICKSTART GUIDE On-Premises Deployment

Section 4 |

To ensure the installation was successful:
n Ensure you can login with updated credentials.

E Add a Device and Run a backup on a device to validate functionality.

Section 5 |

How to add a New Device in BackBox and run your first backup:

On the Devices screen, click the Complete the Vendor, Product,
n Add button. The New Device E Version, and Backup Type fields,

Configuration dialog box appears. and click Next.

Add the device name, the device

IP address (and if you have created

them, add the Group, Agent, and/

or Site you wish to assign to the

device), if not then then leave

Group and Agent blank and the

Site set to Global, then click Next.

— .

STEP1 STEP 2 STEP 3 STEP 4 STEP1 STEP 2 STEP3 STEP 4
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B The third dialog box appears. u The fourth dialog box appears.
Complete the Authentication Optionally, check Enable
(Use Custom=profile specific, IntelliChecks and/or Enable
Username, Password, (Enable Access to turn on that
Password if applicable for your functionality for the device.
device) and Port fields and
click Next.
T —— «
Use C v . 2 — .
® coie
® Enableacce
=a [roooevce | “hoomun aacrur
hd d €] o o

STEP1 STEP 2 STEP3 STEP 4 STEP1 STEP 2 STEP 3 STEP 4

If you want to create local retention settings for the device, click the Backup
Retention field.

Note: Leave unchecked to apply Global retention settings. If you turn on Backup
Retention, two additional fields are displayed: one for the number of days those
backups are retained, and one for choosing backups or setting retention policy.
Indicate the number of backups to be retained or select Retention Policy and click the
Edit button to set a new retention policy. Size deviation — override global settings for
size deviation verification.

Click Add Device, or optionally Save & Run Device, if you want to save the Device
Configuration and run a Backup right away.

Additional BackBox Evaluation Training Guides:

® Creating Schedules, Running a Backup Job ® Compliance Assurance and Remediation
and Restore to a Previous Backup with IntelliChecks
® Create Authentication Templates, Users, Roles, ® Tasks and Automation

Notifications and Alerting e BackBox Reports
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