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Executive Summary

This independent survey of 250 network operations and network security professionals in 

companies with 500 or more employees explores the current state of network automation, 

the challenges teams face, and opportunities for organizations to gain more benefit from 

network automation moving forward. Key findings and recommendations include:

 

NETWORK AUTOMATION: CRUCIAL BUT CAPABILITIES ARE LACKING 

Nearly all respondents say more automated network operations is crucial to allow them 

to focus on more impactful work (98%) and help scale the business (96%). However, 

almost half (48%) report their company has not implemented or deeply invested in 

network automation.

Start with simple outcomes: reliable backups, simple software updates and  

configuration updates. Then move to more advanced automations like inventory  

management, compliance validation and automated remediation.

THE TECH SPRAWL PARADOX 

Despite averaging four network automation tools, with 45% having five or more, 92% of 

respondents can’t keep up with network update velocity and 53% (rising to 68% for larger 

companies) only upgrade network and security devices quarterly or less frequently.

Reduce the number of tools in the NOC stack, starting with legacy tools. Then integrate 

remaining tools in an overarching network automation strategy that supports multi-

cloud and on-prem environments, and automates upgrades in line with compliance and 

security standards.

TRUST ISSUES ARE RAMPANT 
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Introduction

In today’s multi-cloud era, modern enterprise-class networks are incredibly complex, 

and every network equipment manufacturer and network security device company 

has their own specific way that their tools must be monitored, managed and 

protected. Network operations and network security professionals struggle to 

address these requirements and keep pace with the speed of network updates. 

The simplest configuration change or even a typo can sometimes have a ripple 

effect that results in downtime or disruption. In just the first month of 2023, a 

multinational technology and collaboration company, a top blockchain platform, 

and a large Canadian health organization all experienced publicly reported 

network outages that disrupted critical services for their customers. 

Network outages like these are both common and costly. Uptime Institute’s 2022 

Outage Analysis report points to network-related issues as the single biggest cause 

of all IT service downtime incidents with costs ranging from at least $100,000 in total 

losses to upwards of $1 million, and nearly 30% last more than 24 hours, up from 

8% in 2017. Yet, many organizations are woefully underprepared for them, revealing 

the importance of not just automating improvements to network operations and 

security, but recovering quickly and minimizing downtime when disaster strikes. As 

of 2022, Gartner found that less than 35% of network activities were automated. 

Why are so many organizations suffering from outages that take hours and even 

days to recover from? What barriers exist to network automation and where can 

they focus to make their network infrastructure more reliable, agile and resilient?

To understand how network operations and security professionals on the front lines 

view and are navigating automation, we decided to undertake a survey focused on:

•    The current state of network automation adoption 

•   

••
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Key Findings

           The Importance of Network  

           Automation and Benefits  

Network automation is important to network 

operations and network security professionals, with 

98% saying that having more automated network 

operations will allow their team to focus on more 

impactful work. Respondents also see tremendous 

value to the organization itself, with 96% saying 

that scaling the business is impossible without 

automating network operations. However, despite 

widespread awareness and appreciation for the 

value network automation provides, almost half 

(48%) report their company has not implemented 

or deeply invested in network automation. 

 

Network operations and network security professionals 

see the benefits of automation, but many lack the tools 

and technologies to implement network automation 

within their organization. Every organization is at a 

different point in their journey to network automation 

and the ultimate destination and definition of being 

“deeply invested in network automation” will vary 

based on the scope of the network infrastructure, 

resource availability and team skill sets. 

As a rule of thumb, to begin to deal with network 

and security device complexity, organizations often 

start with simple outcomes: reliable backups, simple 

software updates and configuration updates. As 

their adoption of network automation matures, 

they find value in more advanced automations 

like inventory management, compliance 

validation and automated remediation.

Automating day-to-day, time-consuming 

administrative work frees up teams to focus on 

more strategic tasks and decision points that 

move the business forward and require their 

expertise and experience. Such activities include 

R&D and growth-related initiatives like evaluating 

and deploying additional network infrastructure 

to support evolving business models, honing 

processes to drive efficiencies, establishing additional 

compliance policies, and aligning measurement and 

reporting with the needs of the organization.

As multi-vendor networks proliferate, so does 
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           Network Operations and Security  

           Professionals Struggle to Keep Pace  

Digging deeper into the environments they operate 

in, on average network operations and security 

professionals make use of four tools for network 

automation, including nearly half (45%) who use five 

or more. Yet for all the technology, 42% report that 

network operations issues often arise that require 

manual work and can’t be addressed automatically. 

As tech stacks grow, it becomes more difficult to 

keep networks up to date, and larger companies 

are less likely to maintain updates than their 

smaller-sized colleagues. In fact, more than half 

(53%) of all companies surveyed only update 

their network and security devices quarterly 

or less, and that number jumps to 68% for 

companies with more than 1,000 employees.

It’s not surprising then that the vast majority 

of network security and operations pros 

(92%) agree there are more network updates 

needed than they can keep up with.

 

The reason organizations invest in network automation 

is to stay efficient, secure, and agile in the face of 

rising network complexity and changing business 

circumstances. Reducing the number of tools in the 

NOC stack is an important step in that direction. 

This includes legacy tools that were bought to 

automate network changes but have fallen out of 

use, and home-grown automation tools that require 

major updates to handle new requirements. 

Integrating remaining tools like service desk tools 

and network monitoring  tools within an overarching 

network automation strategy is also essential to 

reduce fragmentation and drive successful automation. 

A network automation platform should work in multi-

cloud and on-premises environments, be vendor-

agnostic, and support a best-of-breed ecosystem 

comprised of devices from multiple vendors.
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           Confidence and Trust Issues  

           Are Prevalent   

Automation is becoming increasingly necessary 

for network operations and network security 

professionals, yet 80% cite distrust and skepticism 

as top barriers to increasing their use of network 

automation, due to factors including previous negative 

experiences (35%), distrust of more automated 

solutions (38%) and skepticism by leadership (33%). 

When asked if they completely trust their current 

approach to automating network changes, only 24% 

of network operations and security professionals say 

they do. And only 20% are completely confident in their 

ability to rapidly restore their network from backup 

within a few minutes of an outage or misconfiguration.

While 93% of respondents who haven’t invested 

deeply in automation say they often address 

network issues by fixing the immediate problem 

without addressing the root cause, the fact that 

60% of respondents who have invested deeply 

in automation say the same underscores a lack 

of confidence and trust in automation.

 

While outages can be caused by a small configuration 

change or typos, the greater concern is how long it can 

take to restore service. Downtime is costly in terms 

of real dollars but also reputational damage, which is 

nearly incalculable. Network teams also feel the pain. 

Many have targets of five or six nines of availability 

– which equates to five minutes of downtime or less 

per year – and are often at least partially bonused 

based on network reliability. When only 20% say they 

can restore their network within a few minutes, the 

pain is real for teams, organizations and customers. 

Network automation solutions offer a range of 

capabilities and support best practices that help teams 

and leadership gain confidence and trust in network 

automation and ensure business continuity. For 

instance, network automation solutions can enable 

automated backups of all devices on the network 

– even discovering and backing up new devices as 

they are added, schedule and store any number of 

configuration backups for as long as needed, and 

automatically verify backup processes and validate 
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           The Management  

           Disconnect   

A majority (62%) of respondents say their leadership 

prioritizes cybersecurity spending on prevention 

over response. Having a leadership team that values 

proactive approaches to cybersecurity should be good 

news for network engineers responsible for security. 

However, 92% feel overlooked compared to IT teams 

in their contributions to ensuring company security, 

and 93% are dissatisfied with their company’s current 

approach to automation which doesn’t enable them 

to be as proactive as they could be. Top reasons 

cited include difficulty adding new automations, 

only partial network coverage, compliance 

concerns, poor integration, piecemeal approaches, 

and too much manual interaction required.

More than half (56%) of respondents report that the 

last time their company experienced a cybersecurity 

breach it was due to a known vulnerability being 

exploited and 61% of companies only upgrade 

network and security devices quarterly or less 

frequently. This further points to a disconnect between 

management’s focus on prevention and the capabilities 

of NetOps teams focused on security to do so.

 

There are several best practices and automation 

capabilities that can help teams be more proactive and 

align network operations and device security with the 

goals of the business. Here are just a few to consider:
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Conclusion

Network automation is a key enabler of digital transformation and critical to 

scaling the enterprise while enhancing security. As the survey revealed, network 

operations and network security professionals see the benefits of automation, 

but many lack the tools and technologies to implement network automation 

in a way that will allow them to be more proactive, trust the outcomes, and 

demonstrate value to the organization. Fortunately, leadership teams prioritize 

prevention over response and network automation is a critical enabler.

Every organization is at a different point in their journey to network automation and 

the ultimate destination will vary based on the scope of the network infrastructure, 

resource availability, and team skill sets. Modern network automation platforms can 

accelerate that journey with a range of capabilities and support for best practices 

that help teams and leadership gain confidence in automation, be more proactive, 

and enable business continuity. At BackBox we see that organizations are on the 

right track, automating a number of functions in today’s multi-cloud networks —

from connectivity, monitoring and management, to strengthening security posture 

and risk mitigation — to drive efficiency, availability and security at scale.

About BackBox
Backbox is a Network and Security Device Automation Platform that supports 

over 180 vendors, with thousands of pre-built automations and a scripting-

free way to build new ones. Enterprises and service providers worldwide trust 

BackBox to automate and audit anything an admin could do manually, with reliable 

automations that are flexible, scalable and contextually aware. From backups 

and OS updates to configuration compliance, BackBox gives you confidence 

that your automations will deliver the expected outcome every time.  

To learn more or download an evaluation copy, visit backbox.com


